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1. Introduction

The European Union’s ex ante digital competition law, the Digital Markets Act (DMA) has been
in effect for almost two years. The DMA requires companies designated as gatekeepers to
comply with ex ante competition rules, preventing alleged anti-competitive practices before they
occur. As such, it contrasts sharply with the traditional ex post enforcement of competition
policy.

The European Commission has already pursued investigations under the DMA and imposed
fines amounting to €700 million, specifically on Apple for presumed breach of an anti-steering
obligation and on Meta for allegedly failing to provide a version of its service that requires less
personal data from users.! The Commission is also investigating whether Amazon Web Services
and Microsoft Azure cloud computing services should be designated as gatekeepers, and whether
the DMA effectively addresses unfair practices in cloud computing, such as interoperability
barriers, bundling, and restricted data access.>

Yet another case, the European Commission’s late-2025 decision to open a new investigation
into Google’s Site Reputation Abuse Policy (SRAP), provides an interesting case study of how
the Commission's enforcement of the DMA can have unwarranted consequences. Indeed, the
case raises questions about whether DMA enforcement, conducted in the name of competition,
risks constraining gatekeepers’ ability to fight spam, scams, and deceptive content — thereby
weakening Europeans’ online safety. The case also highlights potential conflicts between the
DMA and other European landmark laws such as the Digital Services Act (DSA) and the
General Data Protection Regulation (GDPR).

Google’s SRAP was introduced in March 2024, in response to a rapidly escalating form of
manipulation of online searches, known as “parasite SEO” or “site reputation abuse.” This
practice exploits the reputation of high-authority websites, such as news outlets, universities, or
government platforms. By hosting affiliate-heavy or deceptive content on these trusted domains,
bad actors trick search engines into ranking low-quality products (like fraudulent health or
financial schemes) higher than they deserve.? Because these host sites already enjoy high trust,
parasitic content can rank immediately for competitive keywords and bypass the normal process
of earning credibility through quality and relevance. It can thus mislead users who reasonably
assume that content appearing on trusted domains has been vetted. Google’s SRAP is aimed at
preventing such misleading content and protecting users online.

! https://ec.europa.eu/commission/presscorner/detail/en/ip_25 1085

2 https://digital-markets-act.ec.europa.eu/commission-launches-market-investigations-cloud-computing-services-
under-digital-markets-act-2025-11-18 _en

3 See, for example, https://ralfvanveen.com/en/seo/what-is-parasite-seo/
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Taking a step back, the Commission’s case against Google illustrates a growing problem in
Europe’s digital regulatory landscape: conflicts between the DMA’s drive for competitiveness
and other EU laws such as the General Data Protection Regulation (GDPR) and the Digital
Services Act (DSA) that seek to ensure users’ safety online. The DMA’s enforcement risks
penalizing gatekeepers’ efforts to comply with these other EU laws and protect end users. With
gatekeepers hamstrung, it falls on European consumers to vet online services, content, and apps.

The purpose of this paper is to discuss how DMA enforcement and some of its provisions risk
creating conflict with the Commission’s privacy and online safety objectives, and to propose
policy approaches that could help to better balance the aims of consumer safety and the DMA’s
enforcement.

The following section reviews the state of Europeans’ trust in the Internet and safety online, and
how parasite SEO practices can erode that trust. Section three reviews the SRAP investigation
and how the various elements of the DMA risk conflicting with Europe’s other digital policies
and undermining consumers’ online safety. Section four suggests paths forward.

2. How Europeans trust the Internet — and how parasite SEO can undermine that
trust

Europeans trust the Internet more than their peers around the world. According to a 2025 survey
by Ipsos Global Advisor, 64 percent of Europeans agree that they “trust the Internet” — higher
than North America (59 percent) (figure 1). Likewise, Europeans express relatively strong
confidence that the Internet contains “generally truthful information” (59 percent) and that
“security online is sufficient” (47 percent) (figure 2). Europeans are also relatively unconcerned
about data privacy — only 20 percent say they are very concerned, compared to 33 percent for
North Americans and 77 percent for Africans (figure 2).

0 NEXTRADE GROUP



Figure 1 — Europeans’ responses to question, “How much do you agree or disagree with the
following statements?”

Overall, | trust the internet 64%

63%

Overall, | think the Internet is generally safe to use

Overall, security online is sufficient 47%

Overall, the Internet is effectively governed 54%

0% 10% 20% 30% 40% 50% 60% 70%

Source: 2025 Carleton—CIGI-Ipsos Survey of Global Trust in the Internet

Figure 2 — Europeans’ responses to question, “How concerned are you about your online
privacy?”

Europe 20% 55% 21% .

North America 33% 51% 13% .

Africa 77% 20% 29’
0% 20% 40% 60% 80% 100%
m Very concerned Somewhat concerned Not very concerned  m Not all concerned

Source: 2025 Carleton—CIGI-Ipsos Survey of Global Trust in the Internet

These data are echoed in Microsoft’s 2025 Global Online Safety Survey: Europeans do perceive
risks online, but to a lesser extent than Americans or peers in emerging markets. Just over one-
half of Europeans reported experiencing online risks — mostly misinformation or disinformation
or hate speech — compared to 65 percent of Americans and 78 percent of Indians (table 1).
Europeans also felt these risks had declined from 2023 levels.
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Table 1 — Online risk incidence 2024 and change form 2023

Online Risk - 2024 Denmark France Germany Italy India UK USA
Misinformation --
Hate speech 27% 31%
Real-world graphic violence and gore 21% 28%
Cyberbullying, harassment, or abuse 20% 25%
Threats of violence towards me or other people 14% 18%
Sexual solicitation 10% 15%
Suicide and self-harm content 11% 11%

Terrorist and violent extremist content

Release of intimate images without your consent

Child sexual exploitation and abuse

Deepfake pornography

Online Risk - YoY change 2023-24 Denmark France Germany Italy India UK USA
Misinformation | R 1% 4% 1% 3% 4%
Hate speech N 2% <« [ > s
Real-world graphic violence and gore -1% -3% 0% -2% - -1% -
Cyberbullying, harassment, or abuse _ 1% 0% -1% - -1% -4%
Threats of violence towards me or other people -3% -1% 0% -2% - -2% -4%
Sexual solicitation _ -3% -2% 0% - 1% -2%
Suicide and self-harm content 4% 0% 1% a0 % 4%
Terrorist and violent extremist content 1% -- 1% 1% 0% 0%
Release of intimate images without your consent -1% 0% 0% -1% - -1% 1%
Child sexual exploitation and abuse -2% 0% 1% 1% - 0% 1%

Source: Microsoft 2025 Global Online Safety Survey.

Europeans also trust governments and search engines to protect them online. In a 2025
Eurobarometer survey, majorities of Europeans felt their government helped them access
“trustworthy, diverse, and multilingual online content” (figure 4).* And, per the 2025 survey by
the European Centre for International Political Economy (ECIPE) and European Public Policy
Partnership (EPPP) of nearly 2,000 users in five EU countries, Europeans expect search engines
to prioritize content quality and user protection.’

Seventy-eight percent of consumers want search engines to actively filter out low-quality or
misleading material, even if it comes from major news outlets (figure 5), while three-quarters
agree that search engines should punish articles and hosting websites in order to ensure end-users

4 https://europa.eu/eurobarometer/surveys/detail/3362
3 https://ecipe.org/wp-content/uploads/2025/12/Parasite-SEOQ-Policy-Brief.pdf
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do not see scams, “even if it hurts the website's traffic.” Eighty-one percent also oppose any
regulation that would force search engines to give such content higher visibility.

Figure 4 - How well do you think digital rights and principles are applied in your country
for getting access to a trustworthy, diverse and multilingual digital environment, including
more diverse content, less disinformation, less illegal content (%)
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Source: European Commission (2025). The Digital Decade 2025.

Figure S — Share of Europeans agreeing that “I expect the search engine to
actively filter out and demote content it identifies as low-quality or “spammy”. In this
context, I do not take into account whether the content appears on a well-known or
reputable website
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Source: European Centre for International Political Economy (ECIPE) and European Public Policy Partnership (EPPP), “CEE
Consumer Attitudes Toward Parasite SEO & Search Engine Responsibility,” December 2025.
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According to a 2025 EU survey, Europeans have a healthy skepticism about information online
and recognize poor content: in a 2025 survey, two-thirds of respondents think they have been
exposed to disinformation and fake news at least sometimes over the past seven days.® And in
the European Commission’s 2025 Consumer Conditions Scoreboard survey, European online
shoppers reported encountering online scams in the past year such as fake reviews (66 percent)
and misleading discounting (61 percent).’

a. Rise and risks of parasite SEO

While Europeans are savvy users of the Internet, parasite SEO can be uniquely difficult to detect
because it freerides on trusted domains and familiar brands. Parasite SEO appears in everyday
marketing tactics, such as a consultant publishing a guest article on a reputable industry site with
links to their services, a software company answering Quora questions while directing readers to
its blog, or a health-tech startup doing social media promotion on high-authority fitness sites to
boost a product launch.® Parasite SEO exploits the trust signals Europeans rely upon: reputable
domains, familiar brands, and high search placement on trusted search engines.’

There are various types of parasitic SEO, with platform exploitation where the user posts on
unmoderated open blogs being particularly harmful (table 2).

Table 2 — Types of Parasite SEO

Type Description Risk Level
. . Publishing genuine, well-written contributions on
Editorial Parasite SEO reputable sites (e.g., Medium, Forbes, LinkedIn). Low
Programmatic Parasite SEO Automating mass posts on open platforms to target High

many keywords.

Collaborating transparently with host publications or

. Low—Moderate
co-authoring expert content.

Partnership-based SEO

Buying expired domains with existing authority to

Expired domain SEO redirect traffic.

Very High

Posting on unmoderated open blogs or forums for fast

Platform exploitation SEO .
rankings.

High

Source: Stan Ventures, “Is Parasite SEO Making a Comeback?”

% https://europa.eu/eurobarometer/surveys/detail/3592

7 https://commission.europa.cu/strategy-and-policy/policies/consumers/consumer-protection-policy/key-consumer-
data_en

8 https://ralfvanveen.com/en/seo/what-is-parasite-seo/ ~ and https://blog.sucuri.net/2026/01/google-sees-spam-
you-see-your-site-a-cloaked-seo-spam-attack.html

? See https://www.youtube.com/watch?v=uFkyFi2dZow
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There have been several parasite SEO attacks, also called “SEO poisoning” campaigns. For
example:

e Gootloader, a persistent SEO poisoning operation inflicting a wide range of businesses in
Europe, Asia, and the United States, compromises poorly secured websites, such as small
WordPress-based blogs. *° Attackers inject thousands of hacked WordPress sites with
fake forum discussions about contracts, agreements, and business documents. When
victims use specific queries and end up downloading these supposed templates, they
receive Gootloader malware that executes further malicious stages, for example leading
to a ransomware or other type of attack.

e Oyster is a persistent and active SEO-poisoning malware campaign that has been
targeting IT administrators especially in the IT, education, healthcare, legal services, and
manufacturing sectors in Western Europe and the United States.!! Victims who believe
they are downloading legitimate software instead receive Oyster-infected installers,
which deploy a persistent backdoor on the endpoint. Once executed, Oyster typically
steals credentials and browser-stored passwords, collects detailed system information,
and more.'?

e A 2024 incident compromised roughly 15,000 websites through malicious injections and
redirections to fake Q&A forums and harmful domains.!* Attackers had modified core
WordPress PHP files to inject malicious redirects while evading detection by
administrators. Each compromised site contained tens of thousands of injected files; the
attackers selectively excluded logged-in users and administrators to avoid suspicion. The

objective was to increase search-based traffic to the promoted pages and likely conduct
ad fraud.

There have been other recent parasite SEO cases. For example, Operation Rewrite has targeted
thousands of Internet Information Services (I1IS) servers across Asia, transforming compromised
servers into reverse proxies that intercept and modify HTTP traffic in real-time.'* Another actor,
AT-8099, optimizes their attacks on mobile browsers and reduced screens that make URL
verification more difficult.'® In September 2025, a large-scale parasite SEO attack exploited
vulnerabilities across major .gov and .edu websites largely in the United States, including Duke
University, Michigan.gov, and California’s CA.gov.!¢

10 See https://www.vectra.ai/topics/seo-poisoning; https://hivepro.com/threat-advisory/return-of-gootloader-
blending-technical-evasion-with-operational-discipline; https://redcanary.com/threat-detection-
report/threats/gootloader; https://www.cybereason.com/blog/threat-alert-gootloader-seo-poisoning-and-large-
payloads-leading-to-compromise; and https://www.helpnetsecurity.com/2021/03/02/gootloader-malware-
ransomware

T https://www.pcrisk.com/removal-guides/34169-oyster-malware;
https://arcticwolf.com/resources/blog/malvertising-campaign-delivers-oyster-broomstick-backdoor-via-seo-
poisoning-trojanized-tools

12 https://www.pcrisk.com/removal-guides/34169-oyster-malware

13 https://purplesec.us/breach-report/google-seo-poisoning-campaign

14 https://www.vectra.ai/topics/seo-poisoning

15 https://www.vectra.ai/topics/seo-poisoning

16 https://il.ly/blog/parasite-seo-attack-gov-edu
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Generative Al has the potential to turbocharge SEO poisoning, as attackers can use large
language models to create thousands of unique pages that cannot be distinguished from
legitimate content.!” In addition, the proliferation of Al-generated fake news networks has
created an ecosystem that exploits Google’s ranking and discover systems to monetize
automated, sensationalized misinformation.

The repercussions of parasite SEO can be long-lasting. For organizations that become victims,
SEO poisoning degrades security, slows performance, weakens customer trust, and can
significantly reduce online visibility when search engines demote compromised pages.'® Small
and medium enterprises (SMEs) can be especially vulnerable.!® Users can fall victim to false
information including issues related to their health and finances. More in general, untrustworthy
online content has significant repercussions to societies. For example, Dahlke and Hancock
(2025) found that exposure to untrustworthy domains made users 17 percent more likely to
believe an election result was illegitimate.>

3. European Commission’s DMA enforcement risks undermining European’ trust in
the Internet and safety online

Over the past several years, Google received growing user feedback that search results were
degraded due to parasite SEO.?! Academic studies also picked up on the problem. A 2024
analysis of 7,392 product review queries on Google, Bing, and DuckDuckGo found that search
engines have “significant problems with highly optimized (affiliate) content” that draws attention
from unsuspecting users.??

In response, in March 2024, Google updated its SRAP in order to ensure search integrity, for
rankings to be earned on merit, not purchased or manipulated through deceptive partnerships. 2
This did not entirely demolish parasite SEO, but it did reduce low-value content.?*

However, European publishers and third-party services, led by German media company Meraki
Group GmbH (formerly ActMeraki), argued that Google’s anti-spam policies constitute an unfair
denial of access under DMA Article 6(12) and may be qualified as self-preferencing under
Article 6(5).%° In April 2025, ActMeraki formally lodged an antitrust complaint with the

17 https://www.vectra.ai/topics/seo-poisoning

18 https://www.techrepublic.com/article/seo-poisoning-brand-reputation/; https://www.wallarm.com/what/seo-
poisoning

19 https://www.sciencedirect.com/science/article/abs/pii/S0160791X24000186

20 https://tsjournal.org/index.php/jots/article/view/250

21 https://blog.google/company-news/inside-google/company-announcements/defending-search-users-from-parasite-
seo-spam

22 https://downloads.webis.de/publications/papers/bevendorff 2024a.pdf

23 See discussion on https://www.siliconrepublic.com/business/eu-google-news-media-search-results-dma

24 https://www.stanventures.com/news/is-parasite-seo-making-a-comeback-5686

25 https:/finance.yahoo.com/news/googles-spam-policy-hit-eu-164252333.html
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European Commission, arguing that Google’s SRAP unfairly penalizes legitimate publishers.?®
In November 2025, the European Commission launched an investigation into the policy.?’

The Commission’s investigation seeks to understand whether Google’s SRAP demotes
publishers’ content when that content includes material from commercial partners and restricts
publishers’ ability to monetize content.?®

However, there are three-fold challenges with the Commission’s approach:

e Forcing Google to weaken anti-spam defenses under the guise of competition and
fairness risks eroding the trust Europeans have in the Internet and online sources. The
Commission treats Google’s SRAP primarily as a competition issue — when Google
argues it uses SRAP as a means to protect users. The Commission’s investigation does
not appear to recognize that third-party content hosted on reputable domains is not
necessarily legitimate — or that demoting such content may not be unfair but in the
interest of European consumers.

e Making Google relax or undo its SRAP could incentivize large-scale abuse by spam
networks and scam operators, enabling them to leverage the authority of trusted news
sites, universities, or public institutions and reach European users at scale. With controls
loosened, spam and fraud can become more profitable and pervasive across the European
digital single market, but efforts to protect users are essentially being taxed.

e The Commission’s case lays bare the conflicts between the DMA and European laws
aimed at protecting users of online services, such as the DSA’s requirement for platforms
to mitigate systemic risks by removing or demoting deceptive, low-quality content.
Indeed, requiring search engines to continue carrying misleading or deceptive content
could trigger DSA- and GDPR-related investigations and fines, should this content lead
to abuses or data breaches.?

There are at least four other areas where DMA has the potential to create new challenges to
ensure Europeans’ safety online, if not implemented correctly.

The first is DMA Article 6(4), whereby designated gatekeepers are required to allow the
sideloading of apps to gatekeepers’ app stores and the use of alternative app payment systems,
even if they do not meet gatekeepers’ privacy and security standards.*’

26 https://www.reuters.com/technology/googles-spam-policy-hit-by-eu-antitrust-complaint-german-media-company-
2025-04-15/

27 https://ec.europa.eu/commission/presscorner/detail/en/ip 25 2675

28 https://ec.europa.eu/commission/presscorner/detail/en/ip 25 2675

2 https://www.wallarm.com/what/seo-poisoning

30 The Article states “The gatekeeper shall allow and technically enable the installation and effective use of third-
party software applications or software application stores using, or interoperating with, its operating system and
allow those software applications or software application stores to be accessed by means other than the relevant core
platform services of that gatekeeper. The gatekeeper shall not be prevented from taking, to the extent that they are
strictly necessary and proportionate, measures to ensure that third-party software applications or software
application stores do not endanger the integrity of the hardware or operating system provided by the gatekeeper,
provided that such measures are duly justified by the gatekeeper.”
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The sideloading obligation has the potential to expose users to apps and app marketplaces that
have weaker security and review standards than those of the gatekeepers.?! The sideloading
requirement may also lead consumers to use payment systems with less robust fraud prevention
and subscription cancellation capabilities. European consumers appear concerned by this
possibility: in the 2025 Nextrade survey of 5,000 European consumers, over a half reported
being even ready to pay extra to ensure safe payments for gatekeeper-operated app
marketplace.?

While many platforms have successfully supported third-party apps and marketplaces for years,
the challenge lies in how the DMA’s obligations might override the specific safeguards currently
used to manage those open ecosystems and thereby disrupt safeguards that companies have put
in place against unverified third parties.>?

The sideloading requirement comes at a time of tripling of malware incidents globally, including
banking trojans designed to steal user credentials for online banking and payments.** The risks
associated with sideloading are not lost on European authorities. In 2024, the European
Intellectual Property Office (EUIPO) explained that “some experts also pointed to the potential
higher risks of users being exposed to harmful code such as malware with apps that have been
sideloaded, as they may not go through the review processes typically put in place by operating
systems, device manufacturers or some third-party app stores.” In another sign of concerns, in
2023, the European Commission itself issued a tender seeking technical guidance on assessing
the security implications of regulations, suggesting that concerns might not have been
sufficiently considered when the DMA was being developed (case 1).%

31" See, for example, https://itif.org/publications/2023/03/20/app-store-implementation-of-the-digital-markets-act-
exemplifies-laws-uncertain-future/; https://www.apple.com/newsroom/2025/09/the-digital-markets-acts-impacts-on-
eu-users/; https://ecipe.org/publications/eu-dma-undermine-security-mobile-operating-systems; and
https://euipo.europa.cu/tunnel-

web/secure/webdav/guest/document_library/observatory/documents/reports/2024 Apps_and_App_stores/2024 App
s and App_stores FullR en.pdf

32 https://www.nextradegroupllc.com/impact-of-the-dma-on-eu-consumers
Bhttps://ecipe.org/blog/dma-gift-to-hackers-threat-to-competition/ . See also https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2024 Apps_and App_stores/2024 App
s and App_ stores FullR en.pdf

34 https://www.kaspersky.com/about/press-releases/banking-data-theft-attacks-on-smartphones-triple-in-2024-
kaspersky-reports. There have been notorious banking trojans in Europe such as Crocodilus, Anatsa, Octo, Hook,
Ermac, and Xenomorph. See  https://thehackernews.com/2025/06/android-trojan-crocodilus-now-active-in.html
35 https://euipo.europa.eu/tunnel-

web/secure/webdav/guest/document_library/observatory/documents/reports/2024 _Apps_and_App_stores/2024_App
s_and App_stores FullR_en.pdf

36 https://digital-strategy.ec.europa.eu/en/funding/digital-markets-act-call-tenders-study-mobile-ecosystems
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https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2024_Apps_and_App_stores/2024_Apps_and_App_stores_FullR_en.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2024_Apps_and_App_stores/2024_Apps_and_App_stores_FullR_en.pdf
https://digital-strategy.ec.europa.eu/en/funding/digital-markets-act-call-tenders-study-mobile-ecosystems
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Case 1 - European Commission’s Tender “DMA — Study on Mobile Ecosystems (Technical and Security
Issues)”

In 2023, the European Commission published a tender “Study on Mobile Ecosystems (Technical and Security
Issues)” that suggested that DMA obligations raise security and technical risks that require careful mitigation.’
The tender states that “By the end of the 6 months contract, the study should have mapped and presented
comprehensively the possible security concerns stemming from the un-installation of software applications
(Article 6(3) of the DMA), side-loading (Article 6(4) of the DMA) and vertical interoperability (Article 6(7) of
the DMA) obligations whilst proposing effective measures to tackle them and solutions to mitigate risks
associated with the identified security concerns.”

This appears to reflect the Commission’s uncertainty about how to reconcile the DMA’s competition
objectives with the need to preserve the “integrity of operating system, virtual assistant, hardware or software
features provided by the gatekeeper” in mobile ecosystems. The tender also suggested that the DMA’s security
implications were not fully resolved in the legislation and had to be addressed through evidence-based
implementation.??

By mandating that gatekeepers dismantle key security controls to facilitate openness, the DMA’s
sideloading requirements appear to be at cross-purposes with the EU’s broader cybersecurity
agenda, specifically the Cyber Resilience Act (CRA) and the NIS2 Directive.>* While these latter
frameworks demand that digital providers strengthen their infrastructures and tighten supply
chain security to prevent data breaches, the DMA directs them to do the opposite: relax the
protections of their secure environments, such as rigorous app vetting and malware blocking.
This exposes users to such risks as malware, copycat apps, or unsafe apps targeting minors, for
example.*

Gatekeepers are under DMA allowed, in well-justified cases, to take “measures to ensure that
third-party software applications or software application stores do not endanger the integrity of
the hardware or operating system”.*! However, such measures and considerations whether to
take them may only increase gatekeepers’ operational costs and lengthen the timelines to review
third party app stores.

The second way in which the DMA may undermine consumers’ safety online is through the
enforcement of Article 6(7), whereby gatekeepers must provide developers and businesses with
interoperability with hardware and software features. This requirement may expand the attack
surface of devices and introduce new security vulnerabilities that malicious actors could exploit,

37 https://digital-strategy.ec.europa.eu/en/funding/digital-markets-act-call-tenders-study-mobile-ecosystems

38 1t was not possible for the authors of this study to determine whether the Commission ultimately proceeded with
the study in question. Whether the Commission formally awarded the tender and subsequently opted not to publish
the findings, or instead decided to discontinue the project altogether, remains unclear. Either scenario, however,
suggests that the Commission initially acknowledged the existence of the problem, but subsequently elected not to
(publicly) advance it further.

3 See also https://ecipe.org/blog/dma-gift-to-hackers-threat-to-competition/

40 For various risk, see, for example
https://www.apple.com/privacy/docs/Building_a_Trusted Ecosystem_for Millions of Apps_A_ Threat Analysis o
f Sideloading.pdf and

https://source.android.com/docs/security/overview/reports/Google Android Security 2018 Report Final.pdf

41 DMA Article 6.4.
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weakening built-in protections and increasing the risk of unauthorized access to user data and
core system functions.*?

Third, the DMA has the potential to further exacerbate the security landscape through Article
6(10), which mandates that gatekeepers provide third parties with real-time access to both
aggregated and personal data.*> While business users will need to obtain end-users’ prior
consent, this obligation can enable unreliable or fraudulent actors to access sensitive European
user or business data. It may also be at odds with the GDPR’s principle of data minimization.
Indeed, pre-DMA incidents such as the Cambridge Analytica case and IAB Europe’s adtech
consent framework for uncontrolled dissemination of personal data have shown that authorized
third parties can misuse or repurpose data and run afoul of the GDPR.**

Fourth, the DMA’s prohibition on combining personal data across core platform services without
explicit user consent per Article 5(2) can weaken the cross-platform intelligence needed for
effective fraud detection. Since bad actors will inherently not consent to being tracked, this rule
limits the effectiveness of gatekeeper tools used to detect scams and fraud. As a result, Article
5(2) creates tension with gatekeepers’ safety obligations under the DSA. It also appears to
conflict with the new Payment Services Regulation (PSR), which creates a shared liability model
for payment fraud between platforms and the provider, thereby making online platforms
financially liable for fraud that originates on their services.*’

Thus, the DMA’s enforcement can pose a Catch-22 situation for the gatekeepers: while the DSA
requires gatekeepers to take measures to safeguard users, the DMA’s requirement for
gatekeepers to silo their data undermines their compliance with the DSA. In other words, by
categorizing cross-use of data as detrimental to competition, the DMA overlooks the importance
of cross-use of data for user security.

4. Recommendations
While the European Commission aims to foster more competition, the DMA’s implementation

could inadvertently impact user safety and digital trust. There is serious concern that more open
systems might also be inherently more vulnerable to spam or low-quality content. Balancing

42 See https:/trustedfuture.org/new-interoperability-mandates-exemplify-the-problems-with-dma-rather-than-fixing-
them/ and https://itif.org/publications/2025/10/10/europes-interoperability-push-undermines-western-tech-
leadership/; https://trustedfuture.org/jit-happens-a-look-at-the-dmas-first-interoperability-request/;
https://cepa.org/article/part-2-opening-up-europes-dma-and-the-risks-of-interoperability/

43 “The gatekeeper shall provide business users and third parties authorized by a business user, at their request, free
of charge, with effective, high-quality, continuous and real-time access to, and use of, aggregated and non-
aggregated data, including personal data, that is provided for or generated in the context of the use of the relevant
core platform services or services provided together with, or in support of, the relevant core platform services by
those business users and the end users engaging with the products or services provided by those business users.”
4 For 1AB, see https://www.dataprotectionauthority.be/citizen/iab-europe-held-responsible-for-a-mechanism-that-
infringes-the-gdpr; for national actions, see https://usercentrics.com/knowledge-hub/mobile-apps-and-gdpr-
violations-who-has-been-fined. See also, https://cdn.prod.website-
files.com/660ab0cd271a25abeb800460/69222683¢c0c02728db52bb_Europe DMA_All_120325.pdf

4 See more about PSR at https://www.europarl.europa.eu/news/en/press-room/202511211PR31540/payment-
services-deal-more-protection-from-online-fraud-and-hidden-fees
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these new rules with existing frameworks like the DSA and GDPR will be essential to
maintaining Europe's high standards for a secure online environment.

The implication of tying gatekeepers’ hands is that European consumers are increasingly on their
own to navigate and vet online services and content on platforms they have learned to trust.
What then could be done? Here are three recommendations:

e Ensure the DMA’s competition objectives do not trump privacy, security, and
consumer safety. Competition policy should not override fundamental consumer
protections, including privacy, cybersecurity, and device safety. Mandating access to
sensitive user data, system APIs, or device capabilities may expose ordinary Europeans to
harm as they go about their days online. DMA enforcement should explicitly adopt a
“security-first” principle*®: the Commission could introduce exemptions for gatekeepers
against technical evidence that specific interoperability or data sharing obligations
undermine device integrity, encryption, or user safety.

e Establish a safe harbor for anti-spam ranking measures. The Commission could
establish a formal safe harbor for anti-spam and ranking measures, ensuring that search
integrity and Internet users’ safety are being prioritized. Interventions targeted at
deceptive content should be deemed presumptively lawful under the DMA when they are
based on objective indicators, such as affiliate or malware density. This approach could
also support the Commission’s contestability goals as it would protect legitimate
publishers from being marginalized by Al-driven, industrial-scale manipulation.

e Promote transparency in the fight against spam and deceptive content and processes
to resolve disputes about commercial outcomes. Search engines should not only be
allowed but expected to deploy safeguards that are necessary as well as proportionate to
mitigating deceptive content and spam. The Commission could prioritize transparency
and accountability for search engines to spell out clear criteria for anti-spam measures,
timelines for resolving disputes, and pathways for appeals. Such a process-oriented
framework would promote rapid security responses while providing commercial clarity
and remedies.

46 For example, other jurisdictions have implemented more flexible approaches, see
https://www.progressivepolicy.org/what-policymakers-can-learn-from-japan-and-the-eu-on-mobile-platform-
regulation/.
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